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Wildlife Institute of India
Wildlife Institute of India

(An autonomous institute under the MoEF&CC)

Chandrabani, Dehradun

REQUEST FOR PROPOSAL
(RFP)

Comprehensive Cyber Security Audit of Web Servers & Portals

Bid No: WI1/264428
Bid starting date: 15.04.2026
Pre bid meeting: 22.04.2026
Last date of submission of physical bid: 28.04.2026



IMPORTANT NOTICE TO BIDDERS

This RFP is issued by Wildlife Institute of India (WII) for Cyber Security Audit services for nine (09)
web portals and servers under the wii.gov.in domain. Bids are accepted ONLY from CERT-In
empanelled firms under MeitY, Government of India.

Submission of a bid constitutes acceptance of all terms and conditions herein.
Introduction and Summary :

Given the increasing number of cyber threats and the need for strong protection measures in today's
digital landscape, cyber security is a major concern for enterprises. An Institutes security posture can
be improved, vulnerabilities detected, and regulatory compliance ensured with the help of regular
cyber security audits and assessments. In an effort to promote a seamless, effective, and efficient
auditing process, Audit of Websites and Web Portals for Wildlife Institute of India (wii.gov.in domain
and sub-domains) 9 Nos.

The audit is to be conducted by firms empanelled with the Indian Computer Emergency Response
Team (CERT-In) under the Ministry of Electronics and Information Technology (MeitY), Government
of India, and is fully qualified to conduct Information Security Audits in compliance with applicable
Indian regulations and international standards.

The proposed security audit encompasses a thorough evaluation of the web infrastructure including
vulnerability assessments, penetration testing, source code review, configuration audits, and
compliance checks aligned with CERT-In guidelines, OWASP standards, ISO/IEC 27001, and
relevant IT Act 2000 provisions.

The firm will systematically identify, assess, and report vulnerabilities and security weaknesses in the
target systems, and provide actionable recommendations to enhance the overall security posture.

2. Objectives of the Audit

The principal objectives of this security audit engagement are:

e Identify security vulnerabilities and weaknesses in web applications and infrastructure.

e Assess the overall security posture against CERT-In guidelines and international best
practices.

e Evaluate compliance with the Information Technology Act 2000, IT (Amendment) Act 2008,
and related rules.

e Test the effectiveness of existing security controls including authentication, session
management, and access control.

o Identify risks related to data confidentiality, integrity, and availability.
e Provide a prioritized remediation plan with risk ratings aligned to CVSS v3.1 scoring.
e Generate a detailed audit report suitable for management review and regulatory submission.

e Website security audit certificate should be valid for minimum one year.



3. Scope of Work

The selected firm shall conduct a comprehensive end-to-end security audit for each of the nine (09)
target portals and servers, encompassing the following activities:

3.1 Automated Vulnerability Assessment

e Network-level and web-application vulnerability scanning (Nessus/Qualys/Burp Suite
Professional/Acunetix).

e SSL/TLS configuration analysis, open port enumeration, and service fingerprinting.

3.2 Manual Penetration Testing

e Comprehensive manual testing aligned with OWASP Top 10 (2021) including Injection/
Broken Auth/IDOR/Security Misconfiguration/SSRF.

e SQL Injection, NoSQL Injection, and LDAP Injection (manual and tool-assisted).

e Cross-Site Scripting — Reflected, Stored, and DOM-based — with filter bypass
techniques.

e XML External Entity (XXE) injection and Server-Side Request Forgery (SSRF) testing.
e File upload vulnerabilities, path traversal, and remote code execution attempts.
e JWT/OAuth 2.0/ SAML security evaluation and session token analysis.

e Cryptographic weakness identification: weak algorithms, insecure random number
generation.

e Authentication bypass, privilege escalation, and broken access control testing.

3.3 Compliance Assessment

e Compliance gap analysis against CERT-In Cyber Security Audit Policy Guidelines v1.0
(25 July 2025).

e Alignment review against ISO/IEC 27001:2022 controls and NIST Cybersecurity
Framework.

e Verification of adherence to IT Act 2000, IT (Amendment) Act 2008, and applicable
MeitY orders.

4. Target Systems

The audit shall cover the following nine (09) portals and servers. Each is a separate audit unit for
reporting and certification purposes.

S.No. Portal / Server Name URL / Hostname

1 MSTRIPES Database mstripes-db.wii.gov.in



2 MSTRIPES New

3 MSTRIPES Geoserver
4 MSTRIPES Backend
5 Maha Data Portal

6 WII Mail Server

7 Digital Repository

8 Herbarium Portal

9 PCC Portal

mstripes-new.wii.gov.in

mstripesgeoserver.wii.gov.in

backend-mstripes.wii.gov.in

mahadata.wii.gov.in
mail.-wii.gov.in
digitalrepository.wii.gov.in
herbarium.wii.gov.in

pce.wii.gov.in

5. Technical Requirements & Methodology

5.1 Mandatory Frameworks & Standards

Framework / Standard

Application in Audit

OWASP Top 10 (2021)

CERT-In Audit Guidelines v1.0

PTES (Pen Testing Execution Std)

NIST CSF / SP 800-115

ISO/IEC 27001:2022

CVSS v3.1
IT Act 2000 & Amendment 2008

OWASP ASVS v4.0

Primary web application vulnerability testing
checklist

Mandatory compliance framework for all Gol
audits

Overall penetration testing methodology
Technical guide to information security testing

Information security management controls
reference

Standardized severity scoring for all findings
Legal compliance baseline for Indian IT systems

Application security verification for code review




5.2 Testing Approach

The audit shall follow a zero-disruption approach. The selected firm shall:

Conduct all tests in coordination with the WII, IT team with prior written approval for each

test phase.

Maintain complete confidentiality of all findings and system information under a signed

NDA.

Carry out testing during agreed maintenance windows to minimise operational impact.

Provide a real-time vulnerability tracker accessible to WII throughout the engagement.

Conduct testing from both authenticated and unauthenticated perspectives (grey-box and

black-box).

6. Eligibility Criteria

Bids will be considered ONLY from firms meeting ALL mandatory criteria. Non-compliance with any

criterion shall result in disqualification.

S. e o . Supporting Document
No. Eligibility Criterion Required Mandatory

1 Valid CERT-In empanelment Copy of CERT-In YES
certificate empanelment certificate
The company must have a minimum Company profile with date of

2 5 years of experience in I'T/Cyber incorp o r)c;z Zon YES
Security audits P
At least one full-time certified Copies of valid professional

3 professional: CISSP/CEH/CISA/ ce(;{; zl;i ;ﬁ(fz’sl prejessiond YES
OSCP/CDPSE

4 Proven track record of 50+ Client list with Govt./PSU YES
Government / PSU security audits contact details
Not blacklisted/debarred by any .

5 Govt. body, Ministry, or PSU in Self-declaration on firm YES
India letterhead

6 Registered entity in India with valid GST certificate and PAN YES
GST registration card copy
Commitment to CERT-In Cyber . .

7 Security Audit Policy Guidelines Signed undertaking of YES
v1.0 (2025) compliance

3 Submission of Bid Security Signed Declaration YES

Declaration




7. Bid Submission Requirements

7.1 Bid Components

The bid package shall be submitted in two parts in separate sealed envelopes, superscribed with the
reference number and due date.

Bid Part Contents

Company profile, CERT-In certificate, team certifications, list of 50+
Technical Bid Govt./PSU audit clients, proposed methodology, tool list, CVs of key
personnel, signed NDA, all required declarations.

Financial Bid Total cost inclusive of all taxes, GST breakup,

7.2 Submission Details

Submit to: The Registrar, Wildlife Institute of India
Chandrabani, Dehradun — 248 001, Uttarakhand

Mode: Physical sealed envelope. Electronic submissions via email or portal will NOT be
considered

Deadline: As notified in the official tender notice (refer WII official website)
Late bids: Will NOT be accepted under any circumstances

7.3 Pre-Bid Meeting & Clarifications

A pre-bid meeting shall be organised to address queries from prospective bidders regarding the RFP,
scope of work, technical requirements, and other related aspects.

The details of the pre-bid meeting are as follows:
Mode: Hybrid

Date & Time: 22.04.2026 at 12:30 PM

Venue / Link: https:/meet.google.com/bdx-yxmg-hpd

Bidders are requested to submit their queries, if any, in writing via email to the Purchase Officer at
purchaseofficer@wii.gov.in prior to the scheduled pre-bid meeting.

Bidders are advised to participate in the pre-bid meeting to fully understand the scope and requirements
of the RFP.

8. Evaluation Criteria
Contract will be awarded to the L1 technically qualified bidder.

9. Deliverables
The selected firm shall provide the following deliverables covering all nine (09) audit units:


https://meet.google.com/bdx-yxmq-hpd
mailto:purchaseofficer@wii.gov.in

NO. Deliverable Description Format
Per-portal findings with CVSS scores, PDF +
1 Security Audit Report PoC screenshots/risk heat maps/ DOCY
executive summary
) Executive Presentation C-suite briefing with risk dashboard and PPT/
key findings PDF
3 Vulnerability Tracker Structured reg'lst.er: ID, CVSS, status, YLSY
owner, remediation date
4 Raw Tool Outputs Scanne?r logs, screfznshots, and complete 7Ip
test evidence archive
Detailed remediation guide per finding; PDF +
5 Remediation Support Q&A with WII team and the application .
Meeting
development team
6 Re-test Report Verification of applied ﬁxe.s.; updated PDF
closure status per vulnerability
7 Compliance Certificate Digitally signed closure certificate; valid =~ PDF

minimum one (01) year (Signed)

10. Project Timeline

The engagement shall be completed within eight (08) weeks from the date of the work order.

11. Terms & Conditions

WII reserves the right to accept or reject any or all bids without assigning reasons, and to
negotiate with the selected firm.

The selected firm shall execute a Non-Disclosure Agreement (NDA) before commencement
of any audit activity.

All findings, reports, and deliverables are the exclusive property of WII and must not be
disclosed to any third party.

The firm shall not sub-contract any part of this engagement without prior written approval
from WIL

Any deliberate breach of data confidentiality shall render the firm liable under the IT Act
2000.

WII shall provide necessary access to systems and personnel. The firm must coordinate with
WII IT team at all stages.

Bid prices shall remain firm for a period of 180 days from the date of submission.



The selected firm shall maintain appropriate professional indemnity insurance throughout
the engagement.

12. Payment & Penalties

1
1

2.1 Payment Terms

00 % Payment will be made after the compilation of the whole work as per the order

12.2 PENALTY CLAUSE

Delay beyond timeline: 0.5% of contract value per week (max 10%)

13. Securities & Declarations

13.1 Bid Security Declaration:

Bidders are required to sign a ""Bid Security Declaration' accepting that if they withdraw or
modify their Bids during the period of validity, or if they are awarded the contract and they fail
to sign the contract or submit a performance security before the deadline defined in the request
for bids document, they will be suspended as per applicable Government of India
procurement rules (GFR 2017 and CVC guidelines) from being eligible to submit Bids for
contracts with the Wildlife Institute of India.

13.2 Performance Security (PBG):

Within 15 days of the receipt of the Notification of Award/Letter of Intent from WII, the
successful bidder shall furnish a Performance Security for an amount of 3% of the total contract
value.

The Performance Security shall be valid for a period of 60 days beyond the date of completion
of all contractual obligations, including the one-year validity of the Audit Certificate.

I 14. Declarations Required from Bidder
The bidding firm must submit all signed declarations on official company letterhead with the
Technical Bid:
S. . Submitted
No. Declaration Yes/No
1 Valid CERT-In empanelment certificate is current and attached
herewith.
) All information provided in this proposal is accurate and truthful to

the best of our knowledge.

The firm has not been blacklisted or debarred by any Govt.
Department, Ministry, PSU, or regulatory authority in India.



The firm agrees to abide by all terms and conditions of this RFP and

4 applicable laws of India.
The firm commits to maintaining strict confidentiality of all

5 . . . X
information accessed during the audit.

6 The firm acknowledges and will comply with CERT-In Cyber
Security Audit Policy Guidelines v1.0 (25.07.2025).

- List of completed Govt./PSU security audits is attached and all

information therein is accurate.

8 Bid Security Declaration

REFERENCE DOCUMENT:

Bidders must review and comply with: Comprehensive Cyber Security Audit Policy
Guidelines Version 1.0 Issued by CERT-In on 25 July 2025. Available at:

https://www.certin.org.in/PDF/Comprehensive_ Cyber Security Audit Policy Guidelines.pdf




Financial bid format

Ii.o Description Amount (INR)

01 | Base Price for Comprehensive Cyber Security
Audit of Web Servers & Portals

(Validity to be minimum one year)

2 Applicable GST (%)

Total Price (Including All Taxes)

Notes
1. The above price includes all charges such as manpower, tools, travel, and reporting.
2. GST will be charged as per Government of India norms.

3. No additional charges will be claimed beyond the quoted amount.

Authorized Signatory:

Name:

Designation:

Company Name:

Address:

Contact Number:

Email ID:

Company Seal:




Bid Security Declaration

RFP Title: Comprehensive Cyber Security Audit of Web Servers & Portals
RFP Reference No.:

To,

The Registrar

Wildlife Institute of India
Chandrabani, Dehradun — 248001
Uttarakhand, India

Subject: Bid Security Declaration
I/We, the undersigned, declare that:

1. I/We understand that, as per Government of India procurement guidelines, bids must be
supported by a Bid Security Declaration instead of an Earnest Money Deposit (EMD).

2. I/We hereby accept that we shall be disqualified and/or debarred from participating in
future tenders of the Wildlife Institute of India (WII), or any other Government procurement,
for a period as decided by the competent authority, if:

a. /We withdraw or modify our bid during the period of validity specified in the RFP; or

b. I/We fail to sign the contract after selection; or

c. I/We fail to submit the required Performance Security within the stipulated time after award of
contract; or

d. /'We provide any false information or misrepresentation in our bid.

3. We further understand that this Bid Security Declaration shall remain valid for the entire bid
validity period and any extension thereof.

We hereby declare that all the information provided above is true and correct to the best of our
knowledge and belief.

Authorized Signatory:

Name:

Designation:

Company Name:

Address:

Contact Number:

Email ID:




